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Introduction

Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving
performance and Web server capacity. Processing secure SSL transactions can consume a large portion
of a Web server’'s CPU capacity, degrading performance and increasing end-user response times.

A NetScaler configured with SSL acceleration is placed in front of a Web server, where it intercepts
SSL transactions on behalf of the server, processes the SSL transactions, applies the NetScalers load
balancing and content switching policies, then relays the transactions to the servers.

To configure SSL, you must first create an SSL virtual server and services on the NetScaler. Then, you
must bind a valid SSL certificate and the configured services to the SSL virtual server.

An SSL certificate is an integral element of the SSL encryption and decryption process. The certificate is
used during SSL handshaking to determine the cipher that will be used for SSL processing, and also to
establish the identity of the SSL server, in this case the NetScaler, as the NetScaler will be acting as the
SSL termination point for the clients.

You can create your own SSL certificate on the NetScaler for proof of concept, however, it is recommended
that you obtain a valid SSL certificate that has been issued by a trusted certificate authority for production
environments. VeriSign is an example of a trusted certificate authority.

The Citrix NetScaler supports chaining of Certificates, and the use of Intermediate CA certificates. As
of the time of the writing of this guide, VeriSign released a statement that all VeriSign SSL Certificates
issued after December 11, 2008 will be chained to offline Certificate Authority (CA) roots to align with
security best practices. Chained certificates are preferred because offline CA storage provides greater
protection of the root’s key pair from attacks, and Intermediate Root CAs can be maintained for each
unique product and updated without disruption to the customer.

VeriSign, along with other Certificate Authorities, provide Trial Root CA and Trial Intermediate Root CA
Certificates for use with the Trial Certificates that they issue. As of April 2006, all SSL certificates issued
by VeriSign require the installation of an Intermediate CA Certificate. The SSL certificates are signed by
an Intermediate CA using a two-tier hierarchy (also known as a Trust Chain) which enhances the security
of your SSL Certificate. If the proper Intermediate CA is not installed on the NetScaler, your customers
will see browser errors and may choose not to proceed further and close their browser.

The NetScaler Server Certificate (Signed by VeriSign) must be sent to the Client Browser along with
the Trusted Certificate Authority Intermediate CA Certificate (Linked) in order for the SSL handshake
to proceed successfully. Otherwise, the browser terminates the SSL session ~or~ presents a warning
message to the client, after it fails to authenticate the NetScaler Server Certificate.

You must create a chain of certificates that will be sent to the client during the SSL handshake. This chain
links the server certificate to its issuer (the intermediate CA). In order for this to work, the intermediate CA
certificate file must already be installed in the NetScaler.

In this deployment guide we describe how to obtain a valid SSL certificate (a 14 day Trial certificate) from
VeriSign, a public trusted certificate authority (CA) and install it on the NetScaler for use with the SSL
functions of the NetScaler.



Solution Requirements

e NetScaler Application Switch - SSL Offload
e Public Trusted Certificate Authority Issued Certificates

Prereqwsnes

Citrix NetScaler L4/7 Application Switch, running version 9.0+ (Quantity x 2 for HA)
e NetScaler Server SSL Certificate (Signed by VeriSign)
e \eriSign Trial Root CA SSL Certificate
e \VeriSign Trial Intermediate CA SSL Certificate
e Client laptop/workstation running Internet Explorer 6.0+, Ethernet port

e 9-pin serial cable -or- USB-to-serial cable



Network Diagram

The following is the Network that was used to develop this deployment guide.
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From the NetScaler GUI,
select NetScaler = SSL =
Create RSA Key.

Create the private key name
and key size.

Note: NetScaler v9.0 supports
key sizes: 512, 1024, 2048,
4096.

Select ‘Create’.

Obtaining a Certificate from a
Certificate Authority

Creating a Private Key - NetScaler

To obtain an SSL certificate from an authorized certificate authority (CA), you must create a Certificate
Signing Request (CSR) and submit it to the CA. The following procedures describe how to create a CSR
that you can submit to a CA, such as VeriSign, to obtain a valid certificate.

seTTIGS save ReFRESH ALL HeLp,

[=xT
~y Getting Started
Iy — - -
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Create a Certificate Signing Request - NetScaler

The certificate signing request (CSR) is a collection of details, including the domain name, other important
company details, and the private key to be used to create the certificate. To avoid generating an invalid
certificate, you need to ensure that the details provided are accurate.

From the NetScaler GUI,

B Create Certificate Request ) select NetScaler = SSL -
Create Certificate Request.
Request File Mame* |nstrial.req | | Browse. .. | | View | Enter the request filename.
key File Name* |,|'nscu:unfig,|'ss|,|'nstrial.Ioe';.r' | | Browse |
Enter the key filename, created
Key Format (2)BEM () DER in the previous step.
PEM Passphrase (For Encrypted Key) | |
o i Enter the DN fields and select
Distinguished Name Fields . ,
Create’.
Common Mame* |easycall.citrixlabs.cum | Stake/Province Mame* |Ca|iFu:urnia |
City |Santa Clara | Email Address |admin@citrixlahs.cum |
Qrganization Nama* |Citrix | Qrganization Unit |Citrix|abs |
Country Name*  |UNITED STATES -
Attribute Fields
Challenge Password | | Company Name |
) | Create | | Close |
Copy Certificate Signing Request to Local Computer Use a program such as
WinSCPto copy the Certificate
The certificate signing request (CSR) will be sent to the Certificate Authority to create the Certificate for Signing Request and key file
the NetScaler. The Certificate Signing Request file INSeasycall3.req in this example) can be copied to to the Local computer.
the local computer a tool such as WinSCP, http://winscp.net.
ex:
The CSR file is located in the /nsconfig/ssl directory. nstrial.req
nstrial.key

TIP:

Common Name:

The common name should match the name used by DNS servers during a DNS lookup of your virtual
server (for example, vpn.citrixlabs.com). Most browsers use this information for authenticating the
virtual server’s certificate during the SSL handshake. If the virtual server DNS name does not match
the common name as given in the server certificate, the browsers will terminate the SSL handshake or
prompt the user with a warning message. Do not use wildcard characters such as * or ? and do not
use an IP address as a common name. The common name should be without the protocol specifier
http:// or https://.

Organization Name:

The organization name (corporation, limited partnership, university, or government agency) must be
registered with some authority at the national, state, or city level. Use the legal name under which
the organization is registered. Do not abbreviate the organization name and do not use the following
characters in the name: <> ~ 1@ # $ % A */\ ()?. For example, Citrix Systems, Inc.



Submit CSR to Certificate Authority - VeriSign

The Certificate Authority usually accepts Certificate Signing Requests directly on their website through
an input form.

Navigate to the VeriSign

©J VeriSign - Security (S5L Certificates), Intelligent Communications, Domain Name Services, and Identity Protection - Mo... |:||§|r>__<|

WebSIte' and select Free SSL File Edit WView History Bookmarks Tools Help
Trial. US Home Worldwide Sites | ContactUs | Site Map
%frlslgn’ E—
Products & Services ~ Solutions ~ Support - About VeriSign ~ Existing Customers
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Note: VeriSign® |dentity
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verisign.com. Featured Product Industry Solutions Quick Links Stoa:leradinQ
Module
VeriSign® ® Consumer Products ® News and Events Help safeguard
Extended and Retail ® RSSFeeds from Pump and
Validation (EV) ® Financial Senvices ® Investor Relations Dump scams
SSL Certificates ® Healthcare and . L =
Show that your Web site can Life Sciences * VeriSign Research sarn mere
be trusted. EV trigers new ® lledia and Entertainment ® Partners
browsers like |E 7 to turn the o Public Sector ® Support VeriSign Secured Seal >>
address bar green when ® VeriSign Blogs =~ |-m-mmmmmmmmmmmmmmm e

visitors view your site. ® Telecornmunications

Learn more == Resources For Customers ;
® Large Enterprises AVAYA m

® Online Merchants
View All Products (&

ABOUT S5L CERTIFICATES

08 VeriSign, Inc. All rights reserved.

Products & Servi ! i . Existing Customers
: F

adt
nfrastructu
duct commen
nfrastructu

d. Billions of times =a
SE5L. &
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Free SSL Trial Certificate

wriSign® €0l For A Trial st o ’A

Certificate

Mozila Firefox CEX
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http://verisign.com
http://verisign.com

File Edit View Insert Format Help

el Sk #

=

HmidIEgxTzEuBw=—

MITES;CCAURCAQRAWgaUxCzATEgNVBAYTAIVIMRMWE QY IVQQIEWpDYWxpZmd vhmlh
MRQWEgYDVQOHEWTTYWS 0¥ SEDEGFyYTEPMAOGAIUEChMGR21 0eml 4MRMWE QYDVQQL
EwpDaXRyaXhsYWJIzMSAWHgYDVQQODEXdIYXNSY2FebC5jaXRyaXhsYWIzLovETE
MCEGCEqQGSIb3DQEJARYUYWRtaWoAY21 0cml4bGFicySjb20wgZ BwDQYJRoZIhveH
AQEBBQADgY0AMIGJRoGEBAMIXOLE6Sk0+%aa+X03z8xPvinIn3ZHpcBBk13T4egzo
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XMtmcJRPEsCKR+hFrzb0I8hRobGEse/ DI fbnCbEvANmIpVibznTd0 I 0wXwEkxNQzX
RgMBARGERDENEgkghkiGow0BAQUFARCEGQECNT 6XIfJidmSit¥X+BzaYdqnE12sP
5JJed4GY6WpTavF28dbFGME+gkquQlbGkhn0+5il/Wskldex2hjwOESAurWng ZEXUE
PDTP7cLty6eRAPI1ZHIWIxXzCY/1kI2IMAgrTRTZVEnmI/sTpVBYjfwFzJrcGtaThg

For Help, press F1

NUM

Eile

WELCOME TECHNICAL ENTERCSR VER
»

Edit View History Bookmarks Tools Help

v%‘riSign' Enroll For A Trial SSL
Certificate

SUMMARY  FINISH

Enter Certificate Signing Request (CSR)

A Certificate Signing Reguest (CSR) is your server's unique “fingerprint” and is generated from the server that
will host the requested SSL Certificate. For detailed instructions for generating a CSR, click here.

Note: For an Extended Validation CSR, the City/Location (L), State/Province (S), and Country (C) fields must
indicate the jurisdiction where the organization is registered.

Free Trial SSL Certificate, 14 days validity period

Enter Certificate Signing Request (CSR)

* Required field

* Select Server Platform: Certificate Signing Reguest example:

Help

Chat With Us g%
A representative is
standing by. ==

----- BEGIN NEW CERTIFICATE REQUEST----
MICETCC AL, sl
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* Paste Certificate Signing Request (CSR), obtained from your server:  More Information

BEGIN NEW CERTIFICATE REQUEST-
MIIBS]jCCRAUSCAQAWIaUXCZAJBgNVEBAYTAIVIMRMWEQYDVQOIEWpDYNXpZmaybmlh
MRQWEGYDVQQHEWT TYNS0YSBDbGFyYTEPMAOGR 1 UEChMEG2 10cml 4MRMWE QYDVQQOL
EwpDaXRyaXhsYWJIzMSAwHgYDVQQDERd1IYXNSY2FsbC5jaXRyaXhs¥YWIzLmNvbTE ]
MCEGCSgGSIb3DQEJARYUYWRTaWSAY210cml 4bGFicy5ib2 0wgZ BwDQYTKoZThveN
BQEBBQADgYOAMIGIAOGBAMAXOLE69K0+%9aa+X(Qsz8rPv5ndn3ZHpecBBk13U4eqzo
Ubshb0rVR4ILom] 0gqN10LCHkiMSmHIHSbBYSLTBEKGOZ ln?OdkC'?nS/_’[_:g ¥J H
XMtmcJRPbsCKR+hFrzb0IShRob GBse/DIfbnObEvNmpVebzmTd0 I0wXwEkKxNQzX
g o BykghkiGow0BAQUFAROBgQBCNT6XJEJidmSitXX+BzaYdqnG12sP
5JJ7e4GY6WpTavF28dbFEMI+gkqulbGkh0+5iL/Wskldex2hjwCE sAurWng Z8XUE
PDTP7cLty6API12HINIxXzCY/1kI2ZIMAgxThTZVenmI/ sTpVBYjfwFzJrcGtaThy
HmjdIEgxTzEuBw==

END NEW CERTIFICATE REQUEST-----

‘What de you plan to use this SSL Certificate for? (optienal):

Load Balancing Web Farm hd

Continue

Open the CSR file on the local
computer.

Copy the entire contents of
the file including the

————— BEGIN CERTIFICATE
REQUEST-----

...tothe ...

————— END CERTIFICATE
REQUEST-----.

Paste it into the CSR form
on the VeriSign Certificate
Authority website.

10
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forms.
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Enrollment
Fle Edt Vew Hstory Bookmarks Tooks Help

vériSign' Enroll For A Trial SSL
Certificate

WELCOME TECHNICAL ENTERCSR VERIFYCSR ORDER SUMMARY  FINISH

CSR informatien
Confirm your Cerfificate Signing Request (CSR) information and enter a challenge phrase. Help

Product: Trial $SL Cerfificate

Free Trial SSL Certificate, 14 days validity period

CSRinformation

The requested certificate wil include the folowing details from the CSR

Commeon Hame; easycall.citrixlabs.com City/Location: Santa Clara
o StatefProvince: California

LU © Free SSI Certificate Trial - Enrollment from VeriSign, Inc. - Mozilla

Ble Edt View Hgtory Bookmarks Toos Help

Challenge phrase % . a
riSign®  Enroll For A Trial SSL ® N N
Create & new chalenge phrase (passw Certificate - b
next time you renew this certficate or in
* Required field WELCOME  TECHNICAL ENTERCSR VERIYCSR ORDER SUMMARY
* Chs

Order summary & acceptance
Re-enter Chq o se review and confim your order information, and acoept he tems o the Subscriver Agresment to Complete Your order. Help

Bl B Product: T

Free Trial SSL Certificate, 14 days validty period

CSR information

The requested ceriiicate will nclude the folowing detais fromthe CSR

Common lame: easycall.citrixlabs com CiylLocation: Santa Clra

Organization: Cirx StatefProvince: California
Country: US EChenge CHA]

Organizational Unit: Ciriiabs.

Contact and payment information

Technical Contact
Edit
Adminstrator Lab
Crix Systems, inc
4985 Great America Parkway
Santa Clara California
us
95054
Telephone
Emai.
Privacy Statement
By clicking Accept 8 Purchase, you confimn that you have carefuly read, undersiood, and accept to become bound by the terms and conditions

of the Subscriver Agreement, including VeriSign's Erivacy Statement. n particular, you agree to VieriSign transferring your enrolment nformation to
third parlies i accordance wi the Privacy Statement, Pleas note that you can change your preferences by visting VeriSian communication

preferences.

‘Subscriber Agreement

Prntable Version

[VeriSign Test Certification Authozity
Cervification Practice Stavement

YOU MUST READ THIS VERISIGN TEST

e et lictaiss ) Free SSL Certificate Trial - Enrollment from VeriSign, Inc. - Mozilla Firefox

UEON A TEST CERTIFICATE OR THE Tr{ He Edt Ven Hsory Boomarks Toos Hep

OF THIS TEST CPS, AND TO BECOME A iSign®  Enroll For A Trial SSL . : @
Certificate

WELCOME TECHNICAL ENTERCSR VERIFY CSR ORDER SUMMARY  FINISH

Thank you for completing your order!
VeriSign is processing your Trial S5L Certificate request. our Trial S5L Certificate and installation instructions will be sent

e t0 you via email within the next hour.

our orger umber s 351361401 Chatw
Vot an i s page 5 root o purchase A S
standing by. >>

Product: Trial SSL Certificate

Free Trial S5L Certificate, 14 days valdity period

CSRinformation

You are enroling for an SSL Cerfificate for casycal. cirixlabs.com. Make sure this demain matches the URL your Web
ske vistors connectto. If s information is incerrect, contact Customer Support at 1-877-426-8776 or
1-650-426-3400.

City/Location: Santa Ciara
State/Province: California
Country: US

itrixiabs

Common Name: easycal

Organization: Citrix
Organizational Unit: Cirixlabs

What s the status of my order?

Wisitthe Qrder Status page at any time to check the current status of your order, Addtionaly, your technical and
Organizational Contacts vil soon receive an Order Confirmation emai fo help track the progress of your arder. You can
wist the Order Stalus page by clicking the link below and bookmark the page to check the status o7 your order at any
time.

Check Order Staius




Receive Certificate from Certificate Authority - VeriSign

The Certificate Authority will send the certificate via email, along with instructions on how to install it.

i You've just added this sender to your safe senders list. Add contact

VeriSign Trial SSL Certificate

From: support@verisign.com
Sent: Mon 11/24/08 5:00 PM
To:

ORDER NUMBER: 351361401

COMMON NAME: EASYCALL,CITRIXLABES.CCM

Dear Administrator Lab,

Congratulations! VeriSign has epproved your reguest

the end
of this email.

for a Trial 355L Certificate, and is included at

1. In order for your Trial 55L Certificate to function properly, you must download and install the

Test Root

CA Certificate in each browser you plan to use as part of your trial of SSL. To download the Test

Root CR

Certificate, go to the following site and follow the instructions:

http://www.verisign.com/3server/trial/fag/index.html

2. Install the Trial 55L Intermediate CA Certificate in each Web server you are testing with. To

download the
Trial Intermediate CA, go to:

ntep://www.verisign.com/support/verisign-intermediate-ca/trial-secure—server-intermediate/index.html

Note: Microsoft Internet Information Services (IIS)
Intermediate

CA Certificate when you install the 55L Certificate
can skip

5.0 and above automatically installs the

and does not require separate installation and

this step. All other Web servers require you to install the Intermediate CA separately.

3. For detailed installation instructions for your Trial S5L Certificate and the Intermediate CA, go

to

http://www.verisign.con/support/assl-certificates-support/install-ssl-certificate.html.

Also, please wviszit the VeriSign Support Web site, where you will find a range of support tools to

help
you: hotp://wwW.verisign.com/support/sslsupport.

4. Bfter testing your Trial SSL Certificate, you will need to purchase a full-service Secure Site

55L Certificate.

Bs VeriSign has a full range of products to choose from, a sales representative will contact you to

assist in

implementing an appropriate security solution specific to your business reguirements. Should you

wish to contact

our sales person immediately, please dial (866) 893-6565 option 3 or send an email to internetc-

sales@verisign.com.

Thank you for your interest in VeriSign!

—BEGIN CERTIFICATE-----

. nstrial.cer
File Edit

Format  Wiew Help

Copy the entire contents of
the Certificate, including the

----- BEGIN CERTIFICATE-

...tothe ...

Open Notepad.
Turn on Wordwrap.

Pasteitand saveittoafilename
with a .cer extension.

ex:
nstrial.cer

MIIFaDCCEFCoAWIBAQIQPRS IpvrokbI4mWAFWT 4 rVz ANEgkahk:
yzELMAkGAlUEE:]MCVVMXFZBVBQNVEBDTDlZlleTaWdJLCEmeI‘J
EydGb3IgVEVzdCEQAXTwb 3N 1 cyBEbmx 5L AgTmeE g YXNzdX Jhibml

BAsTOVR1cmlzIGImIHVzZSBhdCBodHRwezovl.3d3dy52 ZXJpc2 |
L3R1c3Rj¥YSAoYykwNTEtMCaGAlUEAXMEVMVyaVNpZ2 4gVHIp YW
cnZleiBUZXNOIENEME4XDTASHTEYNT AwMDAWHF o XDTA4MTIIwOT I
CzAJBgNVEBAYTAIVTMRMWEQY DVQQIEwpDYWxpZms ybml hMROWED Y
YSBEDbGFyYIEFMAOGRIUEChQGRZ 10cml 4MRMWEQYDVQQLFARpDaXH
OAYDVQQLFDFUZXJtcyEvZiBle2UgYQud3d3LnZ leml zaWdulm]
AGNhTCh] KTAIMSAwHGYDVQQDFBA1 YXNSY2 FsbC5 ] aXRyaXhs YTl

BokghkiGowOBAQEFAROB] QAWGYkCOYEAX1EQT /r2TT71pr5dCz
EGTXdTh6rOhRuyFv3tVHEh8vmaPS03U4sIv51z2YcgfdsHLktMH:

n9N3Ngmj Cwdcy2ZwlESuwIpHeEWVNVQ] yFGhsYGx78MhSucsas

TEfASTE1DNcCAWERRAOCAdewggHTMAKGRIUAEWQCHARWCWYDVRY
A1UdHWQEMDoWOKAZ oDSGMmh 0dEAG6Ly9TVIJTZWN 1cnUtY3J2Lnd
b53TV1JUcmlhbDIwHMDUuY3JsHEoGAIUdIARDMEEWPWYKYIZIAYH
CCsGAQUFBWIBFiNodHRwezovL3d3dy52ZXJpc2lnbi5jb20vY3H
BgNVHSUEF3 AUBgarBoEFBQoDAQY TRwYBBQUHAW IwHWYDVRO S BEg
WdogferGxIYCBnAnhloweAY IKWYBBQUHAQEELDBQMCQGCCsGROY
018vb2NzcC52ZXJpc21lnbi5jb2 0wQgY IKwYBBQUHMAKGNmh 0dHA
cntYW1lhLnZlcml zaWdulnvbS 9TV1JUcmlhbDIWwHDUL YW1l hLm:
BQCEBDARIMGChXgBEcHMFowWDEWFglpbWFnZ59naWYwITAfMACGES
1g¥Mu9BS0JsprEsH1 yEFGDAMF i RodHRWO18vbGSnby52ZXJpc2 |f
b2dvMS5naWYwDQY JKoZIhveNAQEFBQADEgEBADGOWVENEBChT]
Ro333Z7+ICNUEgwuE34X69E8T7TAXELAKQATD] SWROLOSQSD] vE 4
WmtF1hfp02 /VGB4dkceh] ZFOVIpGve6nyEgaikgLNLh+0UwQvpY
PyNuCWSNw/ vgsnLob/DMnwEs8rilCm/EUTRrfoQNul SIEEB6XRs ]
0vSpnnKiEwNK3wuViiTePdO+RgeJNFOhgmXs §9+Ra2Ws555 765
WLTHDON1gQKk4RV2ZrSYniArXURKSzZRWLpaTT

————— BEGIN CERTIFICATE-----

MIIFaDCCBEFCgAWIBAGIQPNSIpvr 9kbI4mwarwT4r vzanBgkghkiGIwOBAQUFADCE
YZELMAKGALUEBhMCVVMXF ZAVEGNVBAOTD1Z 1cm] Tawdul B JbmMuMTAWL gYDVQQL
EydGb3IgvavzdcBQdxIwb3NlcyBPbmx5L1AgTmEgYXNzdXIhbmNT cyd xQJBABgNY
BASTOVR?crnlzIGQmIHVzZSBhdcBodHchzovLSddeSZZXJ pc2inbi5jb20vy3Bz
L3R1c3RYSAOYYKWNTETMCSGALUEAXMKVMVYAVNPZ 24 gvHIpYWwgU2Vv] dxI1IFN]
cnZ1c1BUZXNOIENBMBA XDTAIMTEYNTAWMDAWMF 0XDTAIMTIWOTIZNTk1OVowgbwx
CzAJBgNVBAYTATVIMRMWEQYDVQQIEWpPDYWXpZmIybm1 hMRQWE gYDVQQHFATTYWS0
¥SEDbGFyYYTEPMADGALUEChQGQ2 10Cm ] 4MRMWEQYDVQQLF ApDaXRyaxhs YWIZMTow
OAYDVQQLFDFUZXItcyBvZ1Blc2uUgyxagd3d3Lnz1om] zawduL mNvbs9jcHMvdGyz
deNhIChjKTAIMSAWH gYDVQQDFBd?YXN 5Y¥2FsbC 5] axryaxhs YWl zLmNVBTCENZAN
Bgkghk1GO9w0BAQEFAAOBjQAWgYKCgYEAXI QL /r2TT71pr SdCzPys+ /memfdkelw
EGTXdTherohruyFvstvHh8vmarso3u4sIysIz2ycgfdsHLktMHwoY7bwfvR2Qnuf
NIN3INgmjowdcy2Zw1EQUWIPHEEWVNV JyFGhsYGx7 8MhIuc5s5/E2aTX1voZN3a ]
TEFASTELDNCCAWEAAAOCA cwggHmAkGAlUdEwQCMAAwCWYDVRDP BAQDAQWOMEMG
A1 UdHWO BMDOWOKAZ 0DSGMmMh0dHABLYITVTITZWNLcmUtY33sLnZ 1em] zawduLmny
bs9TV1 JUcmT hbDIwMDUUY3ISMEOGALUd TARDME EWPWYKY IZ LAYb4 RQEHF TAXMC BG
CCSGAQUFBWIBFiNodHRwezovL 3d3dy52ZxIpc21nbi5jb20vy3BzL3R1c3RYTAd
BgNVHSUEFjAUngr BQEFBQCDAQYIKWYBBQUHAWIWHWYDVROJBBgWF0ALZ 1 KOgeAx
wd0gf 6tGxTYCBNANhL oweAY IKwYBBQUHAQEEDDBGMCQGCCSGAQUFBZABhhhodHRW
018vb2NzcC522xXIpc21nbis] bzowq_cljvl KWYBBQUHMAKGNMhOdHABLYITV] ITZWNL
cmutywWlhinz TemlzawdulmNvbsoTv1JucmThboIwMDUtYWIhLmNT cjBUBgQgrBgEF
BQCEDARTMGChXQBCMF owWDBWF g 1pbWFNZ S9nawywITATMACGESS0AWIABERL a7ko
1g¥Mu9B503sprEsHiyEFGDAMFTROAHRWO18vbGonby52ZxIpc2Tnbi5jb20vdnNs
b2dvMs SnawywDQY JK0Z IThvCNAQEFBQADGQEBADGOWVENKBCNhT TKI /ZEYU dASan
R0O333Z7+ICNUEQWUE34X69E8I7 dXELAKQAIDT SWROLOSQS5DjvE+mRd] epzAId] 5D
wmtF1hfpoz/veE4dkceajZFOVTpGvcenyEgaikgLNLh+oUwqQvpr 8IklrP1I7mooz
PyNUCWSNw,/ygsnLOb,/DMnwEs 8ri1Cm/KU7Rr 3gQNu] 5IESEXRS157315Yz1c23I]g
oySpnnKiKwNK3wuvji7ePdo+RgeINFOhgmXs99+Ra2wWsS5§7G5bau+1I T ru+yYNxh
WLTHDONTgQk4RV2r SYniArXurRk9zRWmMLpa7 Tchxj1PujydN7 gATvrugMghs=
————— END CERTIFICATE-————
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Note:

These VeriSign SSL Root
CA and Intermediate CA
certificates are for Trial
purposes only.

Navigate to the VeriSign
website, Where the Trial CA
Certificates are located.

13

Obtain Root CA & Intermediate
CA Certificates

Obtain Root CA and Intermediate Root CA Certificates from
Certificate Authority - VeriSign

The Citrix NetScaler supports chaining of Certificates, and the use of Intermediate CA certificates. As
of the time of the writing of this guide, VeriSign released a statement that all VeriSign SSL Certificates
issued after December 11, 2008 will be chained to offline Certificate Authority (CA) roots to align with
security best practices. Chained certificates are preferred because offline CA storage provides greater
protection of the root’s key pair from attacks, and Intermediate Root CAs can be maintained for each
unique product and updated without disruption to the customer.

VeriSign, along with other Certificate Authorities, provide Trial Root CA and Trial Intermediate Root CA
Certificates for use with the Trial Certificates that they issue. We will download the Trial Root CA and Trial
Intermediate Root CA Certificates and save them for later use.

The Trial CA Certificates on the VeriSign website are located at:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=content&id=AR657

©) veriSign - Knowledge Center - SSL Certificates Support - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help
@ - c ot ﬂﬁm https://knowledge verisign.com/suppart/ssl-certificates-support/index?page =content8id=ARG 57 A E Za ,ﬁ
A
5SL, Code Signing, and OFX Managed PKI for SSL
Non-EV Intermediate CA Certificates: Non-EV Intermediate CA Certificates:
Secure Site Certificate Standard SSL Certificate
Secure Site Pro Certificate Premium SSL Certificate
Code Signing Certificate Standard Intranet Certificate
OFX S5 Intermediate Certificate Premium Intranet Certificate
EV Intermediate CA Certificates: EV Intermediate CA Certificates:
Secure Site with EW Certificate Standard SSL with EW Cerificate
Secure Site with EW Root Bundle Standard SSL with EV Root Bundle
Secure Site Pro with EW Certificate Premium SSL with EV Certificate
Secure Site Pro with EV Root Bundle Premium SSL with EV Root Bundle
Trial CA Certificates
Secure Site Trial Root CA Certificate
Secure Site Trial Intermediate CA Certificate
ContsctUs | Careers | Legal Motices | Frivacy | Repository | ©1995-2008 VeriSign, Inc. All rights reserved.
v



https://knowledge.verisign.com/support/ssl-certificates-support/index?page=content&id=AR657

J Mozilla Firefox
File Edit View Higtory Bookmarks Tools

Help

| @ VeriSign - Security (S5L Cerbfcates), 1. | | | (@ Intermediate CA Certificates -Seare 5...

| @ httpe/ furwew.veri...Root/index. html

%riSign'

Products & Services

Root CA Certificates
Secure Site Trial Root Certificates

Copy and paste the contents in the box below, and
as Notepad or Vi

NOTE: Copy: (CTRL = C on PC, Command + C on
Paste: (CTRL =V on PC, Command +V on Hac)
Click here to qo to the Installation Instructions.

Select All

“rou Are Here: US Home > Support > WeriSian CA Cerfificates > Trial Secure Server Root

USHome | (%) Worldwide Stes | ContactUs | Ste Map

Existing Customers

Contact Support >>

About VeriSign

paste into a plain text fie. Be sure to use a text editor such

Wac)

How can we help? >>
A

[as &7bggLewT2gTs 1
BgNVBAYTALVTM JLIEWMCAGAL
IFR1e3Qg 252e54gT - a1

JEU21neiBUCKlRECETZANL

FRL A FWOWNTA

MDIWMDAWMDBE Fr0 yNTAYMDyMzUSNT1aM!
1=

bHk 1
4XJ1IENlenZlciBUZENOL

Fle Edt Format View Help

7L o]

£5D3Ms5MInC/ {ARTRCAS S/ yHZ0RAIUH+1TRS
2DDo0E EVTHLEAGT] +CYeveTuedXa330/ 41|
hveNAQECBRADGYEAGE447 rPSEDGFELSVhLY)
gRERFlnvLmAOF3DmEugH6HSr4zqTY zpumIl

N CERTIFICATE--——-—
MII(mD((A?E(E((lﬂ 67bggL ewTagTiadh3MwDQY IK0Z IhVENAQECBQAWGYWXCZAT
BgNVBAYTATVIMRCWFQYDVQQKEWSWZXIpU2 Inbiwgsw5 jL JEWMC4GALUEC XMNRMY

IFR1c3QgUHVYCGIZZXMgT2 55854 gTE SVIGF 2C3 53ZXMUMT TuMAYDVOQDEY 1W
ZX1pu21nbiBUcm1hbCETZWNL cmUgU2VydmVyIFR 1 c3QgUmIvdCBDQTARF wOWNTAY

3DExJTiHd3tjCdg]
————— ZND CERTIFICATE--———

YNTAYMDGyMzUSNT 1 aM TGMMQSWCQYDVQQGEW 1 YUZEXMBUGALUE
ChMOVmYy. 245IE] T30ZvCiBUZXNOIFBLCnBYC2VZIEQU
bHkuUTCEDDYBhC INT CMFUYVZL EYMDAGAT UEAXMpVmVyaVNpZ 24 gVHIpYwigL2V
dXITIFNT iz | ci BUZXNOTFIvb30g00EwWgZ SwDQY IKoZ ThycNAQEEBQADGYOAMIGT
AOGEAJBhO8U7 K aZH5CENGC SEKMGNVES TWHIZMAAY. chun?QBCleEOIHEznyLy
e5DjMs SMLNC /1 AATKCAST /yHZOAd TU+1IRST jwHTF/2dYS0TTXP2GCMELLGa4 17+

+NiFAGIj+CYeyd7uedXa33o/4 YOAOPGL 87 0gF e7 AGMEAAEWDQY IKOZT
hvcNAQECBOADGYEADQ4 47T PSEDGFE 13vhLhgThnyaskNywPvx| +u$rnQyDMsr/q
gK8NF 1NvLMACF 3Dmf ugWEWSr42qTyzpwmd 1504 80m /i r LEGUWRT t1t2POXTFHS
BBVMR+PZx2k24UgWUZy0]DGxIt 1HA3tjCdqFgTit4NKd 29cHOCZr hd7xe0T=
---END CERTIFICATE-----

J Intermediate CA Certificates - Secure Site Trial Intermediate Certificate from VeriSign, Inc. - Mozilla Firefox

Fie Edit View Hstory Bookmarks Toos

Help

‘ (@ Verisign - Security {SSL Certifi

|| @ Intermedinte CA Cerificates -..|

J ‘ (@ http:fjwww.ver_otfindex.html || | (@ Intermediate CA Certific... £

Intermediate CA Certificates

as Hotepad or Vi

Paste: (CTRL + V on PC, Command =V on Mac)

“You Are Here: US Home = Support » WeriSign CA Certificates = Trial Secure Server Intermediate:

Secure Site Trial Intermediate Certificate

Gopy and paste the contsnts in the box below, and paste into a plain text fie. Be sure to use & text editar such

NOTE: Copy: (CTRL = € on PC, Command + C on lac)

Please refer directly to Step 1: Install CA Certificate on our S5L installation Instructions page.

Contact Support >>

How can we help? >>
|

Select All
————— BEGIN CERIIFICATE-———-
MIT AgIQYTE1zcH el

1 D1
Zyace3l 1 A

lemlTeWdulFRyaHFSIENLYSVy2SE|
DTALMDINCT: MDIwWODTZNTK|
JLITuMCY

Fle Edt Format View Help

201gT255254g 125 vIEF 203V YNS I 2N

77777 BEGIN CERTIFICATE--———
MITEWDCCBCMGAWIBAGIQY?G1zcwfeTAdOGNS+XVGezANBgkghkiGIwOBAQUFADCE

EgNVEAMTIFZ1cml TaWdul FRy=iEs IFN1YS

JDELMAKGAT UEBHMCVVMXF ZAVEGNVBAQTD1Z 1 cm1TawduLCE IbnMuMTAWL gYDVaQL

EdehBI?VGVdeBQdXthBNT CyBPbmx5L 1 AgTm8gYXNzdX1hbmN1 Cyd xM] AWEGNV
EAMTKVZ 1 cm1TaWduIFRyawF s TFN1Y3VyZ SETZX12ZXIg¥GV2dCBSh290TENEMBAX

485171/ 6XxKOZdmeNTqUMmvBMER sm03 JeLof
Z0bdrul §quzZ+I12eCFACLoSyRy dwvE/ dpVH]

DTAIMDIWOTAWMDAWMFOXDTEIMDIWODIZNTK10VoWgCsXCZAIBGNYBAYTATVIMRCW
FQYDVQQKEWSWZXIpU2 1nbiwgsWs L jEWHCA GALUECXMNRmOY IFR 1 C 30gUHVYcGOZ
ZXMgT255e54gIE SVIGFZC 3Vy YIWS JZXMUMUIWQAYDVQQLEZ 1UZX Tt cyBvZ 1E1c2Ug

£np3TIYES0TBTL

HMOLy 9 3d 3cudmvyaXNpZ24uY2 9tL 2NwCy90ZXNOY2EgKGMpMDUXLTAR

220CAViniggFYMEICALUAEUEE /WO IMAYEREE
-

TIFZ1cinl TaWdUIFRYaWFs IFN1Y3VyZ SETZX12ZXTgVGVZdCEDATCCAS T
DAY IK0ZIhvCNAQEBEQADGGEPADCCAQOC gGEBAL SXGE1MAHY IXwA+ /NAUWE VeI,

NQEH5F4 eKkFDCILIVNP 5321 GCLAAWTT 31 vGPGQEGLEEDEZ gk

ST 0jjelopsf a 51P4qoyqs

21
i 1UECH]

N7
ulﬁquZ+IIZCGFRGl Y/tpVHUZOZqQYCI R2%ALD/OCCMZO

B25TJ02ve1BUZKNOTFBlenByezVz [E9ubHk]

P
SRIMNGLLKSVWYHh12 SEsthgRZngXZEQJ dnDXuTwO+41 19397 ydk5iDoxjKfvesh
TNp3TIY6507bTh9gxICkd pGbcf 8DOPVOTGRULWPTUUZC BV+WKC 20+ 5KOQUMECAWEA

3
2CColéTbgglenTagTiashiMuDQ¥ TKeI Thvel
o

R4STHVRT 1HS1TH]

=ucAvwwggFYMEIGAJUdEwEB/quMAvsAfEcmAwsvaVRUgfBEQWQ]'BAngghkgB
hthAucVMDIvMAVIvaBEQUHAgEWJGhDdHBzm‘ 8vd3d3LnzTemlzawduLmnvbsgj
CcHMVdGYZdGNhL ZAOBgNVHQBBAT BEBAMCAQYWEQY JYIZ IAYb4QQEBBAQDAQEGMBOG
A1UdDgQWBBRMIO6B4DFZ35p /qObFNGIGCCeHW]CBSgYDVROFBIGOM IGNOYGSPIGR

n/RK/+1¥v&1w3+7g6uk TMARVENG=
————— IND CERTIFICATE---—-

M IGMMQ5wCQYDVQQGE W VUZEXMBUGAL UEC HMOVVyavN Rzzasls'\ UYy4 XMDAUBGNV
BAST10ZvCiBUZXNOIFBLCNBYC2VZIEubHKUICBObYBhC3N1CMFUY2VZL JEYMDAG
AllJEAxMEVmVyaVNpZZ4gVHJpYWgLIZV]'dXﬂIFN'\(nZ'lE'iBIJZXNDIFJVh QgQOGC
ECC0167bggLewTagTi adh3mwDQyYIKoZIhv CNAQEFBQADGYEASZ5VES3,/5jZRvY2]

Kqf234YROTL51251110UZ 2MANP2HAb W4 1 tF5G55NDD1WSRM1H3BW,/SUGEEZD90 1
A19TXVRICD5qOMB+nyK9fB2aBz01 aiHS1IwzAIeQjuga+QI3jNewt+peujaahdven

N/KK/+1Yv61w3+7 g6ukFMARVBNg=

e

<l

Open, copy, paste and save
the Trial Root CA Certificate
to the local computer.

ex:vstrialRootCA.cer

Open, copy, paste and
save the Trial Intermediate
CA Certificate to the local
computer.

ex: vstriallntCA.cer
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From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Select ‘Add’.

Name:
e Type in a name for the Cert

File Location:
e | ocal Computer

Certificate File Name:

e <Browse>

e Select filename NetScaler
Trial Certificate was saved
to in previous step. ex:
nstrial.cer.

Private Key File Name:

e <Browse>

e Select the key that was
copy from the NetScaler to
the Local Computer earlier.
(Used to create the Certifi-
cate Signing Request). ex:
nstrial.key.

Password:
e Type in a password to
encrypt the certificate.

Certificate Format:
e PEM

Click ‘Install’.
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Installing Server (NetScaler
Certificates

Installing Server Certificate From Certificate Authority - NetScaler

After receiving and saving the Certificate, signed by the Certificate Authority, you need to add it to the
NetScaler.

©) Citrix NetScaler Configuration Utility - Mozilla Firefox
Fle Edit History Bookmarks Tools

Welcome nsroot@10.217.105.52(ns)

View Help

NS9.0: Build 61.9, Date: Oct 21 2008, 22:47:16

NetScaler

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

SETTINGS | SAVE { REFRESH ALL {HELR

& {2 NetScaler 10.217.105.52 ‘ QA End @ Refresh w3 @)
U System Name Certificate filename Key filename ‘ Format Status |Expiry Date ‘ Days to Expire I

U Metwork ns-server-certificate Insconfigfsslins-server.cert  [nsconfigfssl/ns-server key  PEM Walid 13 Mar 2022 4856

Jons NSCAkeypar InsconfilssliNSCA.car InsconfigjssNSCAkey  PEM Valid 06 Apr 2017 3054

= U 5L NSServer, keypair InsconfigfssliNSServer cer  [nsconfigfssl/NSServer key  PEM Valid 08 Apr 2017 3054

| certicates NSECServer.keypair InsconfigfsslEasyCalTrial... Jnsconfigfssl/EasyCallTrial... PEM walid 04 Dec 2008 Ll

Cipher Groups MNSECVerisignRaokCA.keypair nsconfig/sslfvsignraotca,bxt PEM Walid 08 Feb 2025 5919

[ ere NSECVeriTriallnt.keypair  fnsconfigjsslTriallnt .cer PEM Walid 08 Feb 2015 2066

[ policies
) s5L Offload
U AppExpert
) Compression
U Integrated Caching
1) Protection Features
(i@ HTML Injection
U Load Balancing
‘Jj Content Switching
{a Cache Redirection
(g 58
U Rewritz
1) Responder
U Access Gateway
1) Application Firewsll

Install Certificate

Details Certificate-Key Pair Name* ‘nstr\al‘heypair

(@[] Feature is disabled.

E Navigation Pane

Detail:

Mo item selected.

Certificate and key files are stored in the Folder [nsconfigfsslf on appliance.

|
(L.r:f Favorites ] File Location () Local Computer () Appliance
& Quick Links ] (3 peta Certificate Filz Nama® "II\an{aPartnerPrnja{ts]\iaris\gnlnstrial.(er ‘ [ Browse... ] [ Insert... ]
oD e ﬁ Private Key File Name ‘\IlancePartner’Pro]ectsl\fanslgn\nstnal.hev ‘ [ Browse... ] [ Insert... ]
Copyright(&) Citrl Passpord ‘----" |

Certificate Format (®)PEM () DER

Notify When Expires () Enable (3) Disable

Motification Period | ‘

' ] s |




Installing Intermediate CA Certificate - NetScaler

In order for the Certificate chain to authenticate properly in the client’s browser, the VeriSign Intermediate
CA Certificate must be installed in the NetScaler and linked to the VeriSign Signed NetScaler Certificate,
so that it can be sent with it when the client connects.

itrix NetScaler Configuration Utility - Mozilla Firefox
Edit Vien Hitory Bookmarks Tools Help

NS9.0: Build 61.9, Date: Oct 21 2008, 22:47:16

) Network

) ssL Offload

‘LJ AppExpert

) Compression

ﬂ Inkegrated Caching
) Protection Features
[ HTML Injection

‘L:] Load Balandng

slj Cantent Switching
‘[ﬂ Cache Redirection
(g GsiB

‘LJ Rewrite

i) Responder

‘L:] Access Gatzway

RD NetScaler
Welcome nsroot@10.217.105.52 Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout
{ SETTINGS SAVE REFRESH ALL HELE.
= ) NetScaler 10.217.105.52 | Q4 Eind @ Refresh g @)
‘LJ System Mame Certificate filaname Key filaname |Fnrmat Status ‘Exp\ry Date | Days ta Expire

Insconfig)sslinstrial.cer

E3 Install Certificate

ns-server-certificate [Inscanfig/sslins-server.cert  [nsconfig/sslins-server.key  PEM Valid 13 Mar 2022 4856

U DHS NSCA.keypair [Inscanfig/ssl/NSCA, cer InsconfigfsslNSCA.key PEM Valid 06 Apr 2017 3054
] ﬂ 5L NSServer.keypair [Inscanfig/ssl/NSServer.cer  [nsconfigfssl/NSServer key  PEM Valid 06 Apr 2017 3054
| Certicates NSECServer keypair Insconfig/ssl/EasyCallTrial... jnsconfig/ssl/EasyCallTrial... PEM valid 04 Dec 2008 El

Cipher Groups NSECVerisignRootCA keypair fnsconfig/ss|fvsignrootea, txt PEM valid 08 Feb 2025 5919

[ cr NSECVeriTriallnt.keypair  fnsconfig/sslfTrialInt.cer PEM Valid 08 Feb 2015 2266

[ Policies nstrial keypair [nscanfig/sslfnstrial.cer Jnscorfigfssljnstrialkey ~ PEM Valid 09 Dec 2008 14

Certificate-Key Pair Mame* |\rstrialIntermedC.ﬂ.heypair

) Application Firewsll _Detail
(@[2) Feature is disabled. Details : ns! Certificate and key files are stored in the Folder [nsconfig/ssl/ on appliance.
E Navigation Pane J Certificate Filz Location (%) Local Computer () Appliance
= Expiry Oy
ﬁf Favorites ] Certificate File Name* |zPartnerProjectsI\u‘erisignl\rstriaIIntcn.cer | L Browse. .. | [ Insert... ]
J Quick Links ] Add... Private Key File Name | | [ Browse... ] [ Insert... ]

Password |

Certificate Format

(®)PEM (D) DER

Motify When Expires () Enable (%) Disable

Motification Period |

@ <A

=x

From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Select ‘Add’.

Name:
e Type in a name for the Cert

File Location:
e | ocal Computer

Certificate File Name:

e <Browse>

e Select the VeriSign Trial
Intermediate CA Certificate
that was save in a previous
step. ex: vstriallntCA.cer

Private Key File Name:

e <A key is not needed for
an Intermediate CA Certifi-
cate>

Certificate Format:
e PEM

Click ‘Install’.
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From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Highlight or select the
NetScaler Signed Trial
Certificate that was
previously installed.

Select “Link”.

Select the VeriSign
Intermediate CA Certificate
that was previously installed
from the drop down menu.

Select ‘OK’

The Link can be checked by
selecting “Cert Links”.

We are finished with the
NetScaler.

The nstrial.keypair is ready to
be bound to an SSL VServer
within the NetScaler.
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Linking VeriSign Intermediate CA Certificate to NetScaler Signed
Certificate - NetScaler

Linking the VeriSign Intermediate CA Certificate to the NetScaler Signed Certificate is easy.

"3 Citrix MetScaler Configuration Utility - Mozilla Firefox

Fle Edit Yiew History Bookmarks Tools Help
NS9.0: Build 61.9, Date: Oct 21 2008, 22:47:16

NetScaler

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

SETTINGS | SAVE { REFRESH ALL {HELR
& {2 NetScaler 10.217.105.52 ‘ QA End @ Refresh w3 @
g zyitemk Name Certificate filename Key filename ‘Fnrmat Status |Expiry Date ‘ Days to Expire I
stwor ns-server-certificate Insconfigfsslins-server.cert  [nsconfigfssl/ns-server key  PEM Walid 13 Mar 2022 4856
‘Jj Dhis NSCA.keypair Insconfigfssl{NSCA.cer Insconfigfssl/NSCA.key PEM Valid 06 Apr 2017 3053
= U 5L NSServer, keypair InsconfigfssliNSServer cer  [nsconfigfssl/NSServer key  PEM Valid 08 Apr 2017 3053
| certicates NSECServer.keypair InsconfigfsslEasyCalTrial... Jnsconfigfssl/EasyCallTrial... PEM walid 04 Dec 2008 Ll
Cipher Groups MNSECVerisignRaokCA.keypair nsconfig/sslfvsignraotca,bxt PEM Walid 08 Feb 2025 5919
[ ere nstrial.keypair Insconfigfsslinstrial.car Insconfigfsslfnstrial.key PEM Walid 0 Dec 2008 14
[ policies wstriallntermedCA.keypair  [nsconfig/sslvstriallntCA.... PEM Valid 08 Feb 2015 2266
) s5L Offload
U AppExpert
) Compression i -
B3 Li 2r Certifi
) Integrated Caching Link Server Certificate(s) (%]
1) Protection Features
‘lﬂ HTML Injectian Ch Certificate Name  |ns-server-certificate VJ
U Load Balancing ns-server-certificate
‘Jj Content Switching NSCA.keypair
(@ cache Redection 2 NSServer.keypair ]
(g csie NSECServer.keypair
U Rewrite NSECVerisignRootCA. keypair
1) Responder
U Access Gateway
1) Application Firewsll
‘le Feature is disabled. Details : nstrial keypair 2
Ef:i Navigation Pane ) Certificate filename: /nsconfig/ssl/nstrial.cer  Key filename: /nsconfig/ssl/nstrialkey  Format: PEM  Status: Valid
= Expiry Date: 02 Dec 2008  Days to Expire: 14  Expiry Monitor: Disabl=d
Y f Favorites ]
J Quick Links ] Add... [4] update... Detals... ] Remove o ik g@ Unlink < CertLinks... |

5 Ready [7 Items 'l‘ nsraot

Cop right(@) Citrix Systems, Inc. All riEhts reserved.

Link Certificate(s)

@ Successfully Linked:
= nistrial. keypair

Certificate Links

Issuzr CA Mame
vstriallntermedCA keypair

Cert Name
nstrial.keypair

o




Importing Client (Browser)

Certificates

Importing VeriSign Trial Root CA Cert and Trial Int CA Cert into Client
browser - Browser

For SSL communication to work seamlessly, the Certificate chain received by the client (browser) from
the server or SSL endpoint (NetScaler) must validate and authenticate. This chain links the server

certificate to its issuer (the Intermediate CA).

In order for this to work, the Intermediate CA certificate must already be installed in the NetScaler and

linked to the Server Certificate (Signed by VeriSign), which we performed in the previous step.

In addition, the VeriSign Root CA Certificate and the VeriSign Intermediate CA Certificate must be installed

in the clients browser, which we perform in the following steps.

') Veriign - Knowledge Center - SSL Certificates Support - Mozilla Firefox

Hon-£V internfl s S

=16

Seaure.

O select one automaticaly @ Ask me every

Vien Certifcates | Revocaton Usts | [ vait

Secure Site Ced A T
D £ Your Certficates | Peope [Servers | Auories | others|
Ve Tobs Comtent spplcatons i on s thatdentfy these crtfcate authortes:
Code Signing C{ (General | Network| 7‘ Encryption ‘ Certificate Name.
o st Versign Clsss 2RublicFrnary Certicstion Authority -3
Protocols s Authority -G3
‘ Usessi 30 s 54 Publc rimary Certcaton Authorty -3
£V intermei . oty A
Certificates VeriSign' ‘Test Root CA
Seauresic ui
When a server req

Veriign Trial Secure Server Test CA
ve

Secuity Device
Builin Object Token
Builin Object Token
Buitin Object Token
Builtin Object Token
Software Security Device
Software Secuity Device

My Recent
Dosuments

-

Desktop

My Network

Look n: | 3 Versign

(Diimages
Elnstrial cer
Edvstrialintca.cer

£ ystrialRootCA. cer|

My Documents

My Computer

Fie name: [vetralRoctCA cer

|

Open

Files of type: | Certicate Fies

-]

[ Cancel ]

For example, using the Firefox
Mozilla browser:

Select Tools = Options =
Advanced = Encryption =
View Certificates = Import.

Import the VeriSign Trial Root
CA Certificate.

Import the VeriSign Trial
Intermediate CA Certificate.
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For example, using the Firefox

Mozilla browser:

Select Tools = Options =
Advanced = Encryption =
View Certificates = View.

The VeriSign Trial Root
CA Certificate should be

chained to the VeriSign Trial
Intermediate CA Certificate.
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Verifying Certificate Chain in Client browser - Browser

The VeriSign Root CA Certificate and the VeriSign Intermediate CA Certificate must be installed in the
clients browser correctly. Always confirm the Certificates were imported correctly.

Certificate Viewer:"VeriSign Trial Secure Server Test Root CA - VeriSign, Inc.” El

General | Qemils|

Certificate Viewer:"VeriSign Trial Secure Server Test Root CA - VeriSign, Inc. E|

This certificate has been verified for the following uses:
| 5L client Certificate

General | Details |

| S5L Server Certificate Certificate Hierarchy

VeriSign Trial Secure Server Test Root CA

| Email Signer Certificate

| Email Recipient Certificate

[ 5L chrtificate Authority
Status Responder Certificate
| = Certificate Fields
Issued To = validity A
Comman Mame (CM) VeriSign Trial Secure Server Test Root CA Not Before
Organization {0) VeriSign, Inc. Mot After
Organizational Unit {OU) For Test Purposes Only. Mo assurances. Subject
Serial Number 20:AB:97:AE:DB:82:02:DE:C1:36:A0:4E: 26:B[ =l Subject Public key Info
Issued By Subject Public Key Algorithm
Common Mame (CN) VeriSign Trial Secure Server Test Root CA Subject's Public Key
Qrganization (0} VeriSign, Inc. Certificate Signature Algo

rithm

=

Organizational Unit (OU) For Test Purposes Only. Mo assurances.

Validity Field Value
Issued On 2/8f2005 . - - 5

N Size:- 1Z8 Bytes [/ 1024 Bits ~
EriEEen 2/8/2025 Za z2e 33 ee b3 £3 10 3a 85 12 5d =f 24 bE &0 4d F
Fingerprints b3 £2 €62 c3 0d €3 03 ef cé€ 4f b4 82 b3 dl cB 30
SHA1 Fingerprint 8LAT:BLCA:51:66:01: 20:CB: 32 CA:00: 21:C T B EE zm B mE 27 LF 22 =E 2z ED 0 17 70 2R
MDS Fingerprint B6:00:A4:40:52:02: 50:00:D 5:9C:E 1:58: 4B:66 Te == 35 =3 &4 =b =3 3= 33 63 32 70 32 33 &= 3F

8f Oe 3b fc 96 8a bZ fc la e5 31 7e d8 ad d8 £3
bl 4d £f1 d2 07 o5 66 47 o2 d9 o7 &9 326 el 48 1§
51 3c a8 8c 31 bl 26 dB 87 77 Tb &3 03 da B85 81 o
38 ad e0 42 bB db d7 16 39 cé &b B87 Be f1

=
m
o
"
|

Certificate Viewer:"VeriSign Trial Secure Server Test CA - VeriSign, Inc.”

Gengral | Details |

Certificate Viewer:"VeriSign Trial Secure Server Test CA - VeriSign, Inc.”

This certificate has been verified for the following uses: ml Details |
55L Certificate Authority

Certificate Hierarchy

Issued To - . (=] VeriSign Trial Secure Server Test Root CA
Common Nama {Cr) Ver!s!gn Trial Secure Server Test CA VeriSign Trial Secure Server Test CA
Organization (0) VeriSign, Inc.
Crganizational Unit (OU)  For Test Purposes Cnly, No assurances,
Serial Mumber 63:B1:A5:CD:C5:9F: 78:80: 1D:A0:63:6C:F9: 7
Issued By Certificate Fields
Common Mame {CM) WeriSign Trial Secure Server Test Root CA = valdi =
Crganization (0) WeriSign, Inc. aldity -
Crganizational Unit (OU) For Test Purposes Cnly. No assurances. Mot Before
Validity Not After
al
Issued On 2/8/2005 Subject
Expires On 2/8/2015 [=] Subject Public Key Info
- — Subject Public Key Algorithm
ingerprin
SHA1 Fingerprint DO0:A5:BB:56:0E: CE:BE:B3:65: 14:00:DE:BF: 24| Subject’s Public Key
MD5 Fingerprint 0:E9:85:08: 7F:CC: 5E: 38:FD:DE: 2C:42:08: 13 Certificate Signature Algorithm

e

Field Value

Size: 128 Bytes / 1024 Bits

22 ae 38 ee b3 £5 10 2= 85 12 5d ef B84 b2 &0 4d
b3 £2 62 c3 0d &3 03 ef c& 4f b4 82 b3 d0 cB 30
38 b0 5f ea B0 af 27 1€ 59 ef Ze &0 Oe 17 70 e&
Te ea 96 eB €4 ab e3 32 93 €3 32 70 98 99 &c 9f
Bf Oe Sb fc 36 Ba bZ fc la e5 91 7e dB ad di8 £3
bl 4d £1 d2 07 c5 &6 47 32 d9 c7 &3 36 el 48 1&
51 %c =8 Bc 31 bl 26 dB8 87 77 Tb €3 09 da 85 81 o
38 ad el dZ b8 db d7 1§ 33 c& &b 87 Be fl 78 eZ

Export..

1>
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Citrix NetScaler SSL Offload

Configuration

SSL Offload Configuration - NetScaler

The Citrix NetScaler Application Switch will be configured for HTTPS on a public IP Address and then

send the traffic to a backend server on the private network.

B Create Virtual Server (SSL Dffload) |
Name* |EasyCaIISSL\u'IP | P Address* |E'I-‘ .97 253 . 22 ||:| IPVE
Protocaol* [SSL v] Park* |443| |
[ Metwork VServer Range I:I Directly Addressable [v] State

Services \Ser\rice Groups \Policies \Method and Persistence \nd\ran(ed \SSL Settings \
Deactivake 2, Find
Active | Service Name | IP Address | Port| Protocol | State | Weight| Dyynarmic Weight |
(@ Add... [ open... g Remove |
o4 (o]

From the NetScaler GUI,
select NetScaler =  SSL
Offload = Virtual Servers =
Add.

Add the SSL Offload name,
Public IP Address, Change
the Protocol to SSL and use
port 443.
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Select the Services tab. Enter
the Backend Service name,
private IP Address, set the
protocol to SSL and use port
443,

Select the SSL Settings tab.

Add the nstrial.keypair as a
Server certificate.

Click on ‘Create’, ‘Close’.

The NetScaler SSL
Connection is ready for use.
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Create Service

Service Mame™* |EasyCaIIGateway | Server® |10.21?.93.200

Pratocol* [saL +| Pari*  |443

EA Enable Service
Monitars \Policies \.ﬂ.d\ranced \SSL Settings \

Availabl ~Configured

| Monitars | Monitars

Weight Skate

ping
kcp
http
kcp-ecy
http-ecv = |
udp-ecv
dns |
ftp

3

kcps

https

kcps-acv

https-ecv

ldns-ping 3

@ 3

Came

Create Virtual Server (S5 Offload)

Mame* |EasyCaIISSL\u"IP | IF Address* |.E'.i

Protocal® [SSL '] Port* |443

[ ] Metwork VServer Range l:l

Services \Ser\rice Groups \ Policies \ Method and Persistence \ Advanced * SSL Settings \‘

[ 551 Parameters. .. ] [ Ciphers. .. ] [ 55L Palicies. .. ]

Directly Addressable [v] State

rConfigured

Certificates Certificates | Type

CRL Mandatary

ns-server-certificate
MSCA.keypair

MSServer keypair
MNSECServer . keypair
MSECVerisignRootCA, keypair
nstrial.keypair
vstriallntermedCa. keypair ‘

Add as CA =
Install...

nstrial. keypair Server Certificate

Ce=Ca=




Testing the Client to NetScaler
Certificate Chain

Testing the VeriSign SSL Certificate Chain between Client and
NetScaler - VeriSign

To verify that the Certificate chain is working correctly between the client browser and the Citrix NetScaler,
you can connect to VeriSign's website and verify the Certificate chain by accessing the following link:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=certcheckeq

File Edit View History Bookmarks Tools Help

O-c x e

I8 htips://knowledge. verisign. com fsupportfssl-certificates-supportfindex?page =certchecker 7 7 '| |ﬂ'| eatt O

US Home 4 Worldwide Sites Contact Us Site Map
%‘rlSlgn'
Products & Services Solutions Support About VeriSign Existing Customers

VeriSign SSL Certificate Installation Checker

Once you have installed your VeriSign S3L Certificate, you can verify that the installation was successful by using the S5L Certificate Installation Checker
on this page. Please follow these steps to test your installation

1. Enter your Domain Name into the Fully Qualified Domain Name figld (e.g. type secure verizign.com).
2. Enter the S5L port number for your Web server. (The default SSL port number for most servers iz 443.)
3. Click Test this Web Server.

Enter your Web Server's d in name: |easyca|\.cwtrix\abs.com |

Enter your port (443 is default for SSL): [143 |

| Test this Web Server ‘

easycall.citrixlabs.com is successfully secured by an SSL certificate.
The following certificates are correctly installed

[»

--Issued To--

Organization: Citrix Systems,, Inc

Organtzational Unit: Terms of use at www verisign com/cpsftestca (c)05
Organizational Unit 2: Citrizlabs

Common MName: easycall citrizlabs. com

Locale: Santa Clara, California

Country: U3

--1s5ued By--

Organization: VeriSign,, Inc.

Organtzational Unit: Terms of use at https:/fwww . verisign. com/cps/testca (c)05
Organizational Unit 2: For Test Purposes Only. Mo assurances

Common MName: VeriSign Trial Secure Server Test CA

Country: U

Valid from Wed Mov 19 16:00:00 PST 2008 to Thu Dec 04 15:59:50 PST 2008
Serial Mumber Chez): 41c7080afa3b5422012702d05275538a

--Izzued To--

-

VeriSign, Inc makes no warranties of any kind (whether express, implied, or statutory) with respect to the services described or information contained
herein,

Contact Us Careers Legal Notices Privacy Repaository ©1995-2008 VeriSign, Inc. All rights reserved.
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About Citrix

Citrix Systems, Inc. (Nasdaq:CTXS) is the global leader and the most trusted name in application delivery infrastructure. More than
200,000 organizations worldwide rely on Citrix to deliver any application to users anywhere with the best performance, highest
security and lowest cost. Citrix customers include 100% of the Fortune 100 companies and 98% of the Fortune Global 500, as well
as hundreds of thousands of small businesses and prosumers. Citrix has approximately 6,200 channel and alliance partners in more
than 100 countries. Annual revenue in 2006 was $1.1 billion.

Citrix®, NetScaler®, GoToMyPC®, GoToMeeting®, GoToAssist®, Citrix Presentation Server™, Citrix Password Manager™, Citrix Access Gateway™, Citrix Access
Essentials™, Citrix Acc Suite™, Citrix SmoothRoaming™ and Citrix Subscription Advantage™ and are trademarks of Citrix Systems, Inc. and/or one or more of its

subsidiaries, and may be registered in the U.S. Patent and Trademark Office and in other countries. UNIX® is a registered trademark of The Open Group in the U.S. and
other countries. Microsoft®, Windows® and Windows Server® are registered trademarks of Microsoft Corporation in the U.S. and/or other countries. VeriSign, the
VeriSign logo, the Checkmark Circle logo, VeriSign Secured, and the VeriSign Secured logo are registered or unregistered trademarks of VeriSign, Inc. All other trademarks
and registered trademarks are property of their respective owners.
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