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Introduction
Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving 
performance and Web server capacity.  Processing secure SSL transactions can consume a large portion 
of a Web server’s CPU capacity, degrading performance and increasing end-user response times.  

A NetScaler configured with SSL acceleration is placed in front of a Web server, where it intercepts 
SSL transactions on behalf of the server, processes the SSL transactions, applies the NetScalers load 
balancing and content switching policies, then relays the transactions to the servers. 

To configure SSL, you must first create an SSL virtual server and services on the NetScaler. Then, you 
must bind a valid SSL certificate and the configured services to the SSL virtual server.

An SSL certificate is an integral element of the SSL encryption and decryption process. The certificate is 
used during SSL handshaking to determine the cipher that will be used for SSL processing, and also to 
establish the identity of the SSL server, in this case the NetScaler, as the NetScaler will be acting as the 
SSL termination point for the clients.

You can create your own SSL certificate on the NetScaler for proof of concept, however, it is recommended 
that you obtain a valid SSL certificate that has been issued by a trusted certificate authority for production 
environments.  VeriSign is an example of a trusted certificate authority. 

The Citrix NetScaler supports chaining of Certificates, and the use of Intermediate CA certificates.  As 
of the time of the writing of this guide, VeriSign released a statement that all VeriSign SSL Certificates 
issued after December 11, 2008 will be chained to offline Certificate Authority (CA) roots to align with 
security  best practices.  Chained certificates are preferred because offline CA storage provides greater 
protection of the root’s key pair from attacks, and Intermediate Root CAs can be maintained for each 
unique product and updated without disruption to the customer.

VeriSign, along with other Certificate Authorities, provide Trial Root CA and Trial Intermediate Root CA 
Certificates for use with the Trial Certificates that they issue.  As of April 2006, all SSL certificates issued 
by VeriSign require the installation of an Intermediate CA Certificate.  The SSL certificates are signed by 
an Intermediate CA using a two-tier hierarchy (also known as a Trust Chain) which enhances the security 
of your SSL Certificate. If the proper Intermediate CA is not installed on the NetScaler, your customers 
will see browser errors and may choose not to proceed further and close their browser.

The NetScaler Server Certificate (Signed by VeriSign) must be sent to the Client Browser along with 
the Trusted Certificate Authority Intermediate CA Certificate (Linked) in order for the SSL handshake 
to proceed successfully. Otherwise, the browser terminates the SSL session ~or~ presents a warning 
message to the client, after it fails to authenticate the NetScaler Server Certificate.

You must create a chain of certificates that will be sent to the client during the SSL handshake. This chain 
links the server certificate to its issuer (the intermediate CA). In order for this to work, the intermediate CA 
certificate file must already be installed in the NetScaler.

In this deployment guide we describe how to obtain a valid SSL certificate (a 14 day Trial certificate) from 
VeriSign, a public trusted certificate authority (CA) and install it on the NetScaler for use with the SSL 
functions of the NetScaler.



�

Solution Requirements
NetScaler Application Switch - SSL Offload

Public Trusted Certificate Authority Issued Certificates

Prerequisites
Citrix NetScaler L4/7 Application Switch, running version 9.0+ (Quantity x 2 for HA)

NetScaler Server SSL Certificate (Signed by VeriSign)

VeriSign Trial Root CA SSL Certificate

VeriSign Trial Intermediate CA SSL Certificate

Client laptop/workstation running Internet Explorer 6.0+, Ethernet port

9-pin serial cable -or- USB-to-serial cable

•

•

•

•

•

•

•

•
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The following is the Network that was used to develop this deployment guide.

Network Diagram

Citrix NetScaler®
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Install: 
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 NetScaler Server Certificate (Signed by VeriSign) 

into NetScaler
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 NetScaler
Server
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Obtaining a Certificate from a 
Certificate Authority
Creating a Private Key - NetScaler

To obtain an SSL certificate from an authorized certificate authority (CA), you must create a Certificate 
Signing Request (CSR) and submit it to the CA. The following procedures describe how to create a CSR 
that you can submit to a CA, such as VeriSign, to obtain a valid certificate.

From the NetScaler GUI, 
select NetScaler   SSL  
Create RSA Key. 

Create the private key name 
and key size.

Note: NetScaler v9.0 supports 
key sizes: 512, 1024, 2048, 
4096.

Select ‘Create’.
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From the NetScaler GUI, 
select NetScaler   SSL  
Create Certificate Request. 

Enter the request filename.

Enter the key filename, created 
in the previous step.

Enter the DN fields and select 
‘Create’.

Create a Certificate Signing Request - NetScaler

The certificate signing request (CSR) is a collection of details, including the domain name, other important 
company details, and the private key to be used to create the certificate. To avoid generating an invalid 
certificate, you need to ensure that the details provided are accurate.

Copy Certificate Signing Request to Local Computer

The certificate signing request (CSR) will be sent to the Certificate Authority to create the Certificate for 
the NetScaler.  The Certificate Signing Request file INSeasycall3.req in this example) can be copied to 
the local computer a tool such as WinSCP, http://winscp.net.

The CSR file is located in the /nsconfig/ssl directory.

TIP: 
Common Name: 
The common name should match the name used by DNS servers during a DNS lookup of your virtual 
server (for example, vpn.citrixlabs.com). Most browsers use this information for authenticating the 
virtual server’s certificate during the SSL handshake. If the virtual server DNS name does not match 
the common name as given in the server certificate, the browsers will terminate the SSL handshake or 
prompt the user with a warning message. Do not use wildcard characters such as * or ? and do not 
use an IP address as a common name. The common name should be without the protocol specifier 
http:// or https://.

Organization Name:
The organization name (corporation, limited partnership, university, or government agency) must be 
registered with some authority at the national, state, or city level. Use the legal name under which 
the organization is registered. Do not abbreviate the organization name and do not use the following 
characters in the name: < > ~ ! @ # $ % ^ * / \ ( )?.  For example, Citrix Systems, Inc.

Use a program such as 
WinSCP to copy the Certificate 
Signing Request and key file  
to the Local computer.

ex:
nstrial.req
nstrial.key
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Submit CSR to Certificate Authority - VeriSign

The Certificate Authority usually accepts Certificate Signing Requests directly on their website through 
an input form.

Navigate to the VeriSign 
website, and select Free SSL 
Trial.

Fill in the forms.

Note: 

This VeriSign SSL certificate 
is for Trial purposes only.  
After the Trial period of 
14 days, you will need to 
purchase a valid certificate 
from VeriSign at http://
verisign.com.

http://verisign.com
http://verisign.com
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Open the CSR file on the local 
computer.

Copy the entire contents of 
the file including the 

-----BEGIN CERTIFICATE 
REQUEST----- 

... to the ... 

-----END CERTIFICATE 
REQUEST-----.

Paste it into the CSR form 
on the VeriSign Certificate 
Authority website.
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Complete the remaining 
forms.
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Receive Certificate from Certificate Authority - VeriSign

The Certificate Authority will send the certificate via email, along with instructions on how to install it.

Copy the entire contents of 
the Certificate, including the 

-----BEGIN CERTIFICATE-
---- 

... to the ... 

-----END CERTIFICATE-----.

Open Notepad.

Turn on Wordwrap.

Paste it and save it to a filename 
with a .cer extension.

ex: 
nstrial.cer
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Obtain Root CA & Intermediate 
CA Certificates
Obtain Root CA and Intermediate Root CA Certificates from 
Certificate Authority - VeriSign

The Citrix NetScaler supports chaining of Certificates, and the use of Intermediate CA certificates.  As 
of the time of the writing of this guide, VeriSign released a statement that all VeriSign SSL Certificates 
issued after December 11, 2008 will be chained to offline Certificate Authority (CA) roots to align with 
security  best practices.  Chained certificates are preferred because offline CA storage provides greater 
protection of the root’s key pair from attacks, and Intermediate Root CAs can be maintained for each 
unique product and updated without disruption to the customer.

VeriSign, along with other Certificate Authorities, provide Trial Root CA and Trial Intermediate Root CA 
Certificates for use with the Trial Certificates that they issue.  We will download the Trial Root CA and Trial 
Intermediate Root CA Certificates and save them for later use.

The Trial CA Certificates on the VeriSign website are located at:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=content&id=AR657

Navigate to the VeriSign 
website, Where the Trial CA 
Certificates are located.

Note: 

These VeriSign SSL Root 
CA and Intermediate CA 
certificates are for Trial 
purposes only.  

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=content&id=AR657
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Open, copy, paste and save 
the Trial Root CA Certificate 
to the local computer.

ex:vstrialRootCA.cer

Open, copy, paste and 
save the Trial Intermediate 
CA Certificate to the local 
computer.

ex: vstrialIntCA.cer
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Installing Server (NetScaler) 
Certificates
Installing Server Certificate From Certificate Authority - NetScaler

After receiving and saving the Certificate, signed by the Certificate Authority, you need to add it to the 
NetScaler.

From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Select ‘Add’.

Name: 
Type in a name for the Cert

File Location: 
Local Computer

Certificate File Name: 
<Browse> 
Select filename NetScaler 
Trial Certificate was saved 
to in previous step. ex: 
nstrial.cer.

Private Key File Name:
<Browse>
Select the key that was 
copy from the NetScaler to 
the Local Computer earlier. 
(Used to create the Certifi-
cate Signing Request). ex: 
nstrial.key.

Password:
Type in a password to 
encrypt the certificate.

Certificate Format:
PEM

Click ‘Install’.

•

•

•
•

•
•

•

•
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Installing Intermediate CA Certificate - NetScaler

In order for the Certificate chain to authenticate properly in the client’s browser, the VeriSign Intermediate 
CA Certificate must be installed in the NetScaler and linked to the VeriSign Signed NetScaler Certificate, 
so that it can be sent with it when the client connects. 

From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Select ‘Add’.

Name: 
Type in a name for the Cert

File Location: 
Local Computer

Certificate File Name: 
<Browse>
Select the VeriSign Trial 
Intermediate CA Certificate 
that was save in a previous 
step. ex: vstrialIntCA.cer

Private Key File Name:
<A key is not needed for 
an Intermediate CA Certifi-
cate>

Certificate Format:
PEM

Click ‘Install’.

•

•

•
•

•

•
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Linking VeriSign Intermediate CA Certificate to NetScaler Signed 
Certificate - NetScaler

Linking the VeriSign Intermediate CA Certificate to the NetScaler Signed Certificate is easy.

From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Highlight or select the 
NetScaler Signed Trial 
Certificate that was 
previously installed.

Select “Link”.

Select the VeriSign 
Intermediate CA Certificate 
that was previously installed 
from the drop down menu.

Select ‘Ok’

The Link can be checked by 
selecting “Cert Links”.

We are finished with the 
NetScaler. 

The nstrial.keypair is ready to 
be bound to an SSL VServer 
within the NetScaler.
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Importing Client (Browser) 
Certificates
Importing VeriSign Trial Root CA Cert and Trial Int CA Cert into Client 
browser - Browser

For SSL communication to work seamlessly, the Certificate chain received by the client (browser) from 
the server or SSL endpoint (NetScaler) must validate and authenticate.  This chain links the server 
certificate to its issuer (the Intermediate CA). 

In order for this to work, the Intermediate CA certificate must already be installed in the NetScaler and 
linked to the Server Certificate (Signed by VeriSign), which we performed in the previous step.

In addition, the VeriSign Root CA Certificate and the VeriSign Intermediate CA Certificate must be installed 
in the clients browser, which we perform in the following steps.

For example, using the Firefox 
Mozilla browser:

Select Tools  Options  
Advanced  Encryption  
View Certificates  Import.

Import the VeriSign Trial Root 
CA Certificate.

Import the VeriSign Trial 
Intermediate CA Certificate.
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Verifying Certificate Chain in Client browser - Browser

The VeriSign Root CA Certificate and the VeriSign Intermediate CA Certificate must be installed in the 
clients browser correctly.  Always confirm the Certificates were imported correctly.

For example, using the Firefox 
Mozilla browser:

Select Tools  Options  
Advanced  Encryption  
View Certificates  View.

The VeriSign Trial Root 
CA Certificate should be 
chained to the VeriSign Trial 
Intermediate CA Certificate.
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From the NetScaler GUI, 
select NetScaler   SSL 
Offload  Virtual Servers  
Add. 

Add the SSL Offload name, 
Public IP Address, Change 
the Protocol to SSL  and use 
port 443.

Citrix NetScaler SSL Offload 
Configuration
SSL Offload Configuration - NetScaler

The Citrix NetScaler Application Switch will be configured for HTTPS on a public IP Address and then 
send the traffic to a backend server on the private network. 
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Select the Services tab.  Enter 
the Backend Service name,  
private IP Address, set the 
protocol to SSL and use port 
443.

Select the SSL Settings tab.

Add the nstrial.keypair as a 
Server certificate. 

Click on ‘Create’, ‘Close’.

The NetScaler SSL 
Connection is ready for use.
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Testing the Client to NetScaler 
Certificate Chain
Testing the VeriSign SSL Certificate Chain between Client and 
NetScaler - VeriSign

To verify that the Certificate chain is working correctly between the client browser and the Citrix NetScaler, 
you can connect to VeriSign’s website and verify the Certificate chain by accessing the following link:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=certchecker

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=certchecker
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